Setting up WRQ Reflection for Kerberos SSH connectivity

The Computing Division provides a customized installer for WRQ Reflection (providing you have a WRQ
license) which will automatically configure Kerberos for use in the FNAL.GOV realm. It is suggested to
use this installer for a simplified installation.

First, launch WRQ Reflection for UNIX and OpenVMS. Select the Connection\Connection Setup menu
choice to configure a new session.

Select OPENSSH and enter the host you wish to connect to and your login name:
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Click on the Security... tab to access more options. Force the Protocol to ‘2 only’ (unless the host you are
connecting to ONLY accepts SSH v1 connections). Uncheck both the Password and User Key boxes and
select Kerberos Key Exchange instead.

X

Reflection OpenSSH Client Settings

Settings for host falu.fnal. gov.

Protocol: Cipher Setup...

Fart

Part number: |22 | [ Part Forwarding... ]
Frosy
[ Use SOCKS Configure SOCKS. ..
Authentication
[ Uszer key

e Export Perzonal Certificates. ..

Compression
[ Enable compression J
Low High
Logging
[ u] 4 ] [ Cancel ] [ Help ]

Click OK, then click the Connect button to establish your Kerberos SSH connection. You should be
prompted for your Kerberos password, and if entered correctly, log into the host you specified.



