Nessus Windows Client

To use the Fermilab Nessus server infrastructure to scan a computer for which you are the reg-
istered administrator (either primary or secondary administrator), follow these steps:

1. Install NessusWX client:
http://nessuswx.nessus.org/archive/nessuswx-1.4.5a.zi

2. Install KCA client:
Download

http://computing.fnal.gov/secuity/nessus/getcert.zip
Unzip archive into a directory such as CATEMP\KCA

3. Get a KCA certificate:

Start a ‘command’ window, change directory
to CATEMP\KCA, type ‘get-cert’, enter your
Kerberos password

note: save location of KCA certificate

Gertificate is in file G:NDOCUME™1“\RREITZ™1.FNANLOCALS™i\Temp:rreitz.pem

nual import into other tools
any key to continue . . .

4. Start NessusWX client, load KCA:
Install KCA, use F12 key
i x|

I k Install User, Certificate @l

s
M ame| all... |

Certificate name:
|Week_0f_2-1 0-05

Certificate file:
|DD CUME~14RREITZ™1.FNANLOCALS ~ 14T emphireitz.pem .

]

Cancel |

Give certificate a name (KCA certificates are valid for
a week. Suggested name is ‘Week_of ...’

5. Connect to Nessus server, use F4 key:

i (%]
Server Ehcryption
MHame |fenris.fnal. qov j (" Unencrypted
v TLSw1 " 55Lv23

Port number | 1241 Diefault (" 55Lyd " S5Ly2
Authentication %
Login " Authentication by passward
|neit2

% Authentication by certificate
Passward
[wwieek_of 21005 |

Connect Cancel

6. Setup a profile (Insert Key):

hew Session

Seszion name

|My_cumputer

Cancel

[v Define additional properties

7. Enter target:
2[x)

cadfing ] Comments ]

k-.dl:l Target

Target bupe

* Single host
" Subnet
" Address range

Host name or IF address

|hrevi:-:.dhcp.fnal.gav

| J Bemaove

| cel | |
|
0k | Cancel | [e5.80.13] estanl
8. Start Scan (Enter Key):
Execute Session E|

Execution options
v Enable zeszion saving

[+ Enable KB saving
| Detached scan

Cancel
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